Abstract
INTRODUCTION
The original idea of MANET started out in the early 1970s and during this period of time, MANET was called "packet radio" network sponsored by DARPA. The whole life cycle of ad hoc networks could be categorized into three generations and present ad hoc networking systems are considered the third generation, which was started out in 1990s [1] .
A MANET is a type of ad hoc network that can change locations and configure itself on the fly. Because MANETs are mobile, they use wireless connections to connect to various networks. This can be a standard WiFi connection, or another medium, such as cellular or satellite transmission [2] . E. M. Shakshuki et al [3] have well described the mobile ad hoc networks. According to them, it is a group of mobile (or temporarily stationary) devices, which may participate in the network either directly or indirectly via bidirectional wireless links as nodes are equipped with both a wireless transmitter and a receiver that communicate with each other. Wireless networks can be classified into two major categories [4] :
Infrastructure Based Wireless Network
It provides communication among mobile hosts through central controller that is AP (Access Point) means to say that nodes cannot communicate directly. The access points also work as a bridge. Example includes traditional cellular systems (base station infrastructure). The features of infrastructure based wireless networks are summarized as follows [5] :  Having fixed, wired backbone.  Mobiles can communicate directly with access points.  Suitable for locations where access points can be placed.
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Infrastructure Based Wireless Network
Infrastructure less Wireless Network
As the name suggests, it does not has any fixed infrastructure for the communication. Each node can communicate directly with other nodes and there is no any need of an access point. One crucial point is that these networks do not have routers so the wireless nodes work as routers. Example includes an ad hoc network. Some of the features of these networks are as follows [5] 
ROUTING PROTOCOLS IN MANETS
There are various MANET routing protocols as no single routing protocol works well in all environments [9] . The reason is that the traditional protocols (which have already written for the wired network) do not work well in MANET. So there was a need to write new protocols for mobile adhoc networks [10] .
S. R. Jathe & D. M. Dakhane [11] described that in a network of two or more computers, a set of instructions or a common set of rules is required that each computer should follows to communicate each other. Such a set of instructions or rules is called PROTOCOL. Depending upon the many ways by which computers can communicate, the routing protocols in mobile ad-hoc network can be divided into three categories:
Fig -3: Classifications of MANET Routing Protocols
Demand oriented or reactive routing protocols compute the route to a specific destination only on an on-demand basis. So, there is no any need to maintain the routing table containing all the nodes as entries in each node. Examples include AODV (Ad-hoc On-demand Distance Vector), DSR (Dynamic Source Routing), TORA (Temporally Ordered Routing Algorithm) etc [12] . 
AODV (Ad-hoc On-demand Distance Vector
Routing)
The first version of AODV has published in November 2001 by Working Group for routing of the IEFT community. AODV belongs to the category of routing protocols which are demand oriented. To reduce the traffic overhead, routes are only established whenever required due to purely ondemand nature. AODV supports unicast, broadcast and multicast. It uses sequence numbers to solve the count-toinfinity and loop creation problem [13] . N. Gandhewar & R. Patel [14] have described that AODV uses four types of control messages as defined below:
 RREQ: It is a route request message. Suppose a node "S" wants to talk to node "D" and "S" is not in range of "D", then "S" sends a RREQ to its neighbors. If a neighbor of the source node "S" does not know a route to the destination "D", it rebroadcasts the RREQ.  RREP: It is a route reply message. If a neighbor of source node "S" does know a route to the destination "D", then it unicasts a RREP back to the source node.
 RERR: It is route error message, which is mainly used when a node detects that a link with adjacent neighbor is broken.  HELLO: These are simple messages that nodes send at certain time intervals to all its neighbors to let them know that it is still there. So here, a malicious node tunnels the packets from one location to another location in the network via wormhole link. Propagation Delay: The propagation delay in the network is increased as more time is taken by malicious nodes to send packets from source to destination.
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Depending upon above types, wormhole attack affects MANET in the form of four security threats named modification, interception, fabrication and interruption as follows [10] :
Modification: Here one malicious node can modify the packet before forwarding that packet to next node in the network. As a result, data or message will lose their integrity.
Interception:
Here an unauthorized user (acts as malicious node as a part of network) can intercept the packet and can modify it to forward to the next node. As a result, data integrity and confidentiality will lose. Fabrication: Along with data modification, generation of unused and unwanted packets is also come under the category of an "attack", called fabrication attack. Here, a malicious node can create a large number of unused packets and send it into the network beyond its capacity. As a result, network will fail. Interruption: Here malicious node can interrupt the message to receive by the destination node.
Due to above side effects of wormhole attack, basic security goals such as authorization, confidentiality, integrity and availability get violated.
SIMULATION SETUP
In order to perform the simulation of normal AODV and AODV under attack environment, a number of simulations have been performed by vary number of nodes.
Environment Used
To construct a real distributed testing environment, the cost is very high. So simulation is widely used in network research. Simulation is the manipulation of the model of a system that is used to observe the behavior of a particular system in a setting similar to real-life [22] . For this work, NS2.35 network simulator was used, which is a discrete event simulator. This study was performed on Intel Core i7 computer system using Ubuntu Linux 12.04 Operating System.
Simulation Methodology
This study is based on simulation. Firstly, to simulate normal route using AODV, a network topology is created using NS2 Tcl script. Secondly, to perform wormhole attack, two malicious nodes are kept at two different locations in the already created topology and the required coding is done to create wormhole link/tunnel with the help of other malicious nodes in the network, which bypass normal route.
Then the results are analyzed graphically and the comparison of the performance of two examined approaches (normal and attack) is drawn. The parameters used to carry out simulation are summarized in 
RESULT ANALYSIS & COMPARISON
Performance of normal AODV and AODV under attack is analyzed in terms of throughput, PDR, delay and jitter using NS2 and various parameters are described in table 3. After configuring, results are extracted from it using AWK scripts. Following are the results of simulation on NS2:
Throughput
Network throughput is measured as the total number of packets received at the destination over a period of time and is expressed in kbps. In fig. 6 , results of throughput for both normal AODV and AODV under attack are plotted and it can be noticed here that throughput is increased in normal AODV as compared to AODV under attack. The reason behind low throughput in case of attack is replay and tunneling nature of wormhole attack. More is replaying of packets more will be dropping. 
Packet Delivery Ratio
PDR is the ratio of packets received at destination node to that of number of packets sent by source node. It is measured in percentage. In fig. 7 , it is observed that the value of PDR for normal AODV is high initially. But as the nodes are increased, PDR is gradually decreases. As replay of packets in case of attack is more, so packets delivered at destination is more. As a result, packet delivery is more in AODV under attack for higher number of nodes. 
_______________________________________________________________________________________________

Delay
Delay is the total time taken for the packet to reach from source to destination and measured in seconds. In fig. 8 , the time taken for packets to reach destination is high for AODV under attack. 
Jitter
Jitter is the variation of delay. Fig. 9 clearly depicts that the rate of jitter increases in case of AODV under attack as the number of mobile nodes and tunnel length (number of hops) increases.
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Comparison of Jitter of Normal AODV and AODV under Attack with Increase in Number of Nodes
CONCLUSIONS AND FUTURE WORK
A wormhole attack is a very serious threat to the important security objectives (Privacy, Integrity and Availability) of the mobile ad hoc network and it must be treated as a highest priority threat. Performance of AODV protocol is analyzed under normal condition and wormhole attack condition. The overall results show that normal AODV performs well for all the performance metrics in random waypoint mobility model except PDR. MANET faces more challenges due to topology keeps changing regularly as nodes are mobile in nature. Till now, many approaches have been developed for the detection and isolation of these wormhole nodes but these mechanisms do not take into account the impact of different mobility models. This research work will focus on analyze these two approaches for AODV using another mobility model such as reference point group mobility model.
